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High Level Data Link Control High Level Data Link Control 
(HDLC)(HDLC)

�� an important data link control protocolan important data link control protocol
�� specified as ISO 33009, ISO 4335specified as ISO 33009, ISO 4335
�� station types:station types:

�� Primary Primary -- controls operation of linkcontrols operation of link-- frames sent by frames sent by 
primary are called commandsprimary are called commands

�� Secondary Secondary -- under control of primary stationunder control of primary station-- frames frames 
sent by secondary are called responses sent by secondary are called responses 

�� Combined Combined -- issues commands and responsesissues commands and responses
�� link configurationslink configurations

�� Unbalanced Unbalanced -- 1 primary, multiple secondary1 primary, multiple secondary
�� Balanced Balanced -- 2 combined stations2 combined stations
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HDLC Transfer ModesHDLC Transfer Modes

�� Normal Response Mode (NRM)Normal Response Mode (NRM)
�� unbalanced unbalanced configconfig, primary initiates transfer, primary initiates transfer
�� used on multiused on multi--drop lines, drop lines, egeg host + terminalshost + terminals

�� Asynchronous Balanced Mode (ABM)Asynchronous Balanced Mode (ABM)
�� balanced balanced configconfig, either station initiates transmission, , either station initiates transmission, 

has no polling overhead, widely usedhas no polling overhead, widely used

�� Asynchronous Response Mode (ARM)Asynchronous Response Mode (ARM)
�� unbalanced unbalanced configconfig, secondary may initiate transmit , secondary may initiate transmit 

without permission from primary, rarely usedwithout permission from primary, rarely used
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HDLC Frame StructureHDLC Frame Structure

�� synchronous transmission of framessynchronous transmission of frames
�� single frame format usedsingle frame format used



11.17 HDLC frame



Flag Fields and Bit StuffingFlag Fields and Bit Stuffing
�� delimit frame at both ends with 01111110 delimit frame at both ends with 01111110 seqseq
�� receiver hunts for flag sequence to synchronizereceiver hunts for flag sequence to synchronize
�� bit stuffing used to avoid confusion with data bit stuffing used to avoid confusion with data 

containing flag containing flag seqseq 0111111001111110
�� 0 inserted after every sequence of five 1s0 inserted after every sequence of five 1s
�� if receiver detects five 1s it checks next bitif receiver detects five 1s it checks next bit
�� if next bit is 0, it is deleted (was stuffed bit)if next bit is 0, it is deleted (was stuffed bit)
�� if next bit is 1 and seventh bit is 0, accept as flagif next bit is 1 and seventh bit is 0, accept as flag
�� if sixth and seventh bits 1, sender is indicating abortif sixth and seventh bits 1, sender is indicating abort



FramingFraming
�� Mapping stream of Mapping stream of 

physical layer bits into physical layer bits into 
framesframes

�� Mapping frames into  Mapping frames into  
bit streambit stream

�� Frame boundaries Frame boundaries 
can be determined can be determined 
using:using:
�� Character CountsCharacter Counts
�� Control CharactersControl Characters
�� FlagsFlags
�� CRC ChecksCRC Checks
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Framing & Bit StuffingFraming & Bit Stuffing

�� Frame delineated by flag characterFrame delineated by flag character
�� HDLC uses HDLC uses bit stuffingbit stuffing to prevent occurrence of to prevent occurrence of 

flag 01111110 inside the frame flag 01111110 inside the frame 
�� Transmitter inserts extra 0 after each Transmitter inserts extra 0 after each 

consecutive five 1s consecutive five 1s insideinside the framethe frame
�� Receiver checks for five consecutive 1sReceiver checks for five consecutive 1s

�� if next bit = 0, it is removedif next bit = 0, it is removed
�� if next two bits are 10, then flag is detectedif next two bits are 10, then flag is detected
�� If next two bits are 11, then frame has errorsIf next two bits are 11, then frame has errors

Flag FlagAddress Control Information FCS

HDLC frame

any number of bits



0110111111111100

Data to be sent

After stuffing and framing

0111111001101111101111100001111110

(a)

*000111011111-11111-110* 

Data received

After destuffing and deframing

01111110000111011111011111011001111110

(b)

Example:  Bit stuffing & deExample:  Bit stuffing & de--
stuffingstuffing



Bit stuffing is the process of adding Bit stuffing is the process of adding 
one extra 0 whenever there are five one extra 0 whenever there are five 

consecutive 1s in the data so that the consecutive 1s in the data so that the 
receiver does not mistake the receiver does not mistake the 

data for a flag.data for a flag.

NoteNote::
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11.25 Bit stuffing in HDLC



Address FieldAddress Field

�� identifies secondary station that sent or will identifies secondary station that sent or will 
receive framereceive frame

�� usually 8 bits longusually 8 bits long
�� may be extended to multiples of 7 bitsmay be extended to multiples of 7 bits

�� LSB indicates if is the last octet (1) or not (0)LSB indicates if is the last octet (1) or not (0)
�� all ones address 11111111 is broadcastall ones address 11111111 is broadcast



Control FieldControl Field
�� different for different frame typedifferent for different frame type

�� Information Information -- data transmitted to user (next layer up)data transmitted to user (next layer up)
•• Flow and error control piggybacked on information framesFlow and error control piggybacked on information frames

�� Supervisory Supervisory -- ARQ when piggyback not usedARQ when piggyback not used
�� Unnumbered Unnumbered -- supplementary link controlsupplementary link control

�� first 1first 1--2 bits of control field identify frame type2 bits of control field identify frame type
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11.20 S-frame control field in HDLC

Code

RR
RNR
REJ
SREJ



11.21 U-frame control field in HDLC



Table 11.1  UTable 11.1  U--frame control command and responseframe control command and response

Request information modeRequest information modeRIMRIM

Set initialization modeSet initialization modeSIMSIM

ResetResetRSETRSET

Exchange IDExchange IDXIDXID

Frame rejectFrame rejectFRMRFRMR

Unnumbered informationUnnumbered informationUIUI

Unnumbered acknowledgmentUnnumbered acknowledgmentUAUA

Request disconnectRequest disconnectRDRD

DisconnectDisconnectDISCDISC

Disconnect modeDisconnect modeDMDM

Unnumbered pollUnnumbered pollUPUP

Set asynchronous balanced mode (extended)Set asynchronous balanced mode (extended)SABMESABME

Set asynchronous balanced modeSet asynchronous balanced modeSABMSABM
Set normal response mode (extended)Set normal response mode (extended)SNRMESNRME
Set normal response modeSet normal response mode

MeaningMeaning

SNRMSNRM
Command/responseCommand/response



Control FieldControl Field
�� use of Poll/Final bit depends on contextuse of Poll/Final bit depends on context
�� in command frame is P bit set to1 to solicit (poll) in command frame is P bit set to1 to solicit (poll) 

response from peerresponse from peer
�� in response frame is F bit set to 1 to indicate in response frame is F bit set to 1 to indicate 

response to soliciting commandresponse to soliciting command
�� seqseq number usually 3 bitsnumber usually 3 bits

�� can extend to 8 bits as shown belowcan extend to 8 bits as shown below



Information & FCS FieldsInformation & FCS Fields

�� Information Field Information Field 
�� in information and some unnumbered framesin information and some unnumbered frames
�� must contain integral number of octetsmust contain integral number of octets
�� variable lengthvariable length

�� Frame Check Sequence Field (FCS)Frame Check Sequence Field (FCS)
�� used for error detectionused for error detection
�� either 16 bit CRC or 32 bit CRCeither 16 bit CRC or 32 bit CRC



HDLC OperationHDLC Operation

�� consists of exchange of information, consists of exchange of information, 
supervisory and unnumbered framessupervisory and unnumbered frames

�� have three phaseshave three phases
�� initializationinitialization

•• by either side, set mode & by either side, set mode & seqseq
�� data transferdata transfer

•• with flow and error controlwith flow and error control
•• using both I & Susing both I & S--frames (RR, RNR, REJ, SREJ)frames (RR, RNR, REJ, SREJ)

�� disconnect disconnect 
•• when ready or fault notedwhen ready or fault noted



HDLC Operation ExampleHDLC Operation Example



HDLC Operation ExampleHDLC Operation Example



Example 3Example 3
Figure 11.22 shows an exchange using piggybacking where there is
no error. Station A begins the exchange of information with an I-
frame numbered 0 followed by another I-frame numbered 1. 
Station B piggybacks its acknowledgment of both frames onto an I-
frame of its own. Station B’s first I-frame is also numbered 0 [N(S) 
field] and contains a 2 in its N(R) field, acknowledging the receipt 
of A’s frames 1 and 0 and indicating that it expects frame 2 to 
arrive next. Station B transmits its second and third I-frames 
(numbered 1 and 2) before accepting further frames from station A. 
Its N(R) information, therefore, has not changed: B frames 1 and 2 
indicate that station B is still expecting A frame 2 to arrive next.
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Example 4Example 4

In Example 3, suppose frame 1 sent from station B to 
station A has an error. Station A informs station B to 
resend frames 1 and 2 (the system is using the Go-Back-
N mechanism). Station A sends a reject supervisory 
frame to announce the error in frame 1. Figure 11.23 
shows the exchange.
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SummarySummary

�� introduced need for data link protocolsintroduced need for data link protocols
�� flow controlflow control
�� error controlerror control
�� HDLCHDLC


