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Network Layer
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Figure 19.4 Network layer at the source
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Figure 19.6 Network layer at the destination
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19.2 Addressing

Internet Address

Classful Addressing

Subnetting

Network Address Translation
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An IP address is a 32-bit address.

The IP addresses are unique
and universal.




| Figure 19.9 Dotted-decimal notation

10000000 00001011 00000011 00011111

128.11.3.31
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Example 1

Change the following IP addresses from binary notation to dotted-
decimal notation.

a. 10000001 00001011 00001011 11101111
b. 11111001 10011011 11111011 00001111

We replace each group of 8 bits with its equivalent decimal

number (see Appendix B) and add dots for separation:
a. 129.11.11.239
b. 249.155.251.15
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Example 2

Change the following IP addresses from dotted-decimal notation to
binary notation.

a. 111.56.45.78
b. 75.45.34.78

We replace each decimal number with its binary equivalent
a. 01101111 00111000 00101101 01001110
b. 01001011 00101101 00100010 01001110
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In classful addressing, the address
space is divided into five classes: A, B,

C,D, and E.




Figure 19.10 Finding the class in binary notation

First byte Second byte  Third byte Fourth byte

Class A |0
Class B |10
Class C (110

Class D [1110

Class E |1111
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Figure 19.11 Finding the address class
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Example 3

Find the class of each address:
a. 00000001 00001011 00001011 11101111
b. 11110011 10011011 11111011 00001111

See the procedure in Figure 19.11.

a. The first bit is 0; this is a class A address.
b. The first 4 bits are 1s; this is a class E address.
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Figure 19.12

Class A
Class B
Class C
Class D
Class E
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First byte

Second byte

Finding the class in decimal notation

Third byte Fourth byte

0 to 127

128 to 191

192 to 223

224 to 239

240 to 255
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Example 4

Find the class of each address:
a. 227.12.14.87
b. 252.5.15.111
C. 134.11.78.56

a. The first byte is 227 (between 224 and 239); the class is D.
b. The first byte is 252 (between 240 and 255); the class is E.
C. The first byte is 134 (between 128 and 191); the class is B.
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Figure 19.13 Netid and hostid

: Byte 1 : Byte 2 | Byte 3 | Byte 4 |
€ > > > >
Class A Netid Hostid
Class B Netid Hostid
Class C Netid Hostid
Class D Multicast address
Class E Reserved for future use
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Figure 19.14 Blocks in class A

Class A
T T T Tt
73 is common in all address : Netid 0 e
73.0.0.0 | Special L
Network | block .
Address ; 0.255.255.255
Netid 73 °
73.0.0.0

73.255.255.255

Netid 127 °
127.0.0.0

|> Special
73.255.255.255 (Special) <—— | block

127.255.255.255

128 blocks: 16,777,216 addresses in each block
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Millions of class A addresses are
wasted.




Figure 19.15 Blocks in class B
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Many class B addresses are wasted.




The number of addresses in class C is
smaller than the needs of most

organizations.




Figure 19.16 Blocks in class C

Netid 223.255.255
223.255.255.0

200.11.8.255 (Special) -

Class C
Y0011 8 i ' Netid 192.0.0 :
. .0 1S COIMIMorn 11 4dall a resses : 192.0.0.0 :
200.11.8.0 | . |
[ Network ' : '
200.11.8.1 == AR ! 192.0.0.255 i
! I . I
200.11.8.2 = , : :
- Netid 200.11.8 |
200.11.8.0 |
2 |
200.11.8.45 &= : |
200.11.8.255 |
|
|
|
|
|
|
|
|
|
|

223.255.255.255
2,097,152 blocks: 256 addresses in each block
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Figure 19.17 Network address

Netid Hostid
Specific All Os

123.50.16.90 123.65.7.34 221.45.71.64 221.45.71.126
[ ] i_

141.14.45.9 141.14.7.64
a. Class A b. Class B ¢ Class ©C
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In classful addressing, the network
address is the one that is assigned to

the organization.




Example 5

Given the address 23.56.7.91, find the network address.

The class is A. Only the first byte defines the netid. We can find the
network address by replacing the hostid bytes (56.7.91) with 0s. Therefore,
the network address is 23.0.0.0.
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Example 6

Given the address 132.6.17.85, find the network address.

The class is B. The first 2 bytes defines the netid. We can find the network
address by replacing the hostid bytes (17.85) with 0s. Therefore, the
network address is 132.6.0.0.
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Solution

The class is A because the netid is only 1 byte.




A network address is different from a
netid. A network address has both

netid and hostid,
with Os for the hostid.




Figure 19.18 Sample internet

134.18.10.88

- 220.3.6.0 Switched WAN

134.18.0.0

200.78.6.14
200.78.6.92
134.18.68.44

200.78.6.0 R2
><
A
R3
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]

134.18.8.21

220.3.6.23

134.18.14.121

Rest of the Internet

R4
124.0.0.0 124.100.33.77

124.42.545] 124.4.51.66

|-

Point-to-point WAN
EEEEEEEEEN
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IP addresses are designed with two
levels of hierarchy.




Figure 19.19 A network with two levels of hierarchy

141.14.0.1 141.14.0.2 141.14.192.2 141.14.255.253 141.14.255.254
Q_ Q LN Q eee g;_l_ Q_
A - = o . s
Network: 141.14.0.0 141.14.201.4
R1

To the rest of
the Internet
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Figure 19.20 A network with three levels of hierarchy (subnetted)
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Figure 19.21 Addresses in a network with and without subnetting

a. Without subnetting

141 . 14 | e 192 . 192

| Site | :Subnetid: : Hostid :
< T

b. With subnetting
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Table 19.1 Default masks

McGraw-Hill

In Binary

11111111 00000000 00000000 00000000

11111111 11111111 00000000 00000000

11111111 111111111 11111111 00000000

In Dotted-
Decimal

Using Slash

255.0.0.0 /8

255.255.0.0 /16

255.255.255.0 /24

©The McGraw-Hill Companies, Inc., 2004



The network address can be found
by applying the default mask to any

address in the block (including itself).
It retains the netid of the block and
sets the hostid to 0s.




Example 8

A router outside the organization receives a packet with destination
address 190.240.7.91. Show how it finds the network address to
route the packet.

The router follows three steps:

1. The router looks at the first byte of the address to find the
class. It 1s class B.

2. The default mask for class B is 255.255.0.0. The router ANDs
this mask with the address to get 190.240.0.0.

3. The router looks 1n 1ts routing table to find out how to route the
packet to this destination. Later, we will see what happens if
this destination does not exist.

McGraw-Hill ©The McGraw-Hill Companies, Inc., 2004



Figure 19.23 Subnet mask

255.255.0.0
Default Mask | 11111111 11111111 | 00000000 00000000
16

255.255.224.0
Subnet Mask | 11111111 11111111 111 | 00000 00000000
3 13
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Example 9

A router inside the organization receives the same packet with
destination address 190.240.33.91. Show how it finds the
subnetwork address to route the packet.

The router follows three steps:

1. The router must know the mask. We assume it is /19, as shown in
Figure 19.23.

2. The router applies the mask to the address, 190.240.33.91. The subnet
address is 190.240.32.0.

3. The router looks in its routing table to find how to route the packet to
this destination. Later, we will see what happens if this destination does
not exist.
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Subnet Mask Calculation

Binary Representation

Dotted Decimal

IP address

11000000.11100100.00010001 .00111001

192.228.17.57

Subnet mask

[T 1111111 L. 11111111 .11100000

255.255.255.224

Bitwise AND of
address and mask
(resultant
network/subnet
number)

11000000.11 lOOIOO.fOOIO()Ol OOlTOOOO

|

192.228.17.32

Subnet number

11000000.11100100.00010001 .001

Host number

00000000.00000000.00000000 .00011001

25

McGraw-Hill
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Figure 19.25 NAT Network Address Translation

Site using private addresses

172.18.3.1 172.18.3.2 172.18.3.20

&

NAT router

Internet
172.18.3.30 ? 200.24.5.8
e e o o Y
Figure 19.26 Address translation
- - - - - 1
1 172.18.3.1 |
| = |
| _ﬂ Source: 172.18.3.1 | Source: 200.24.5.8
| | ' |
|
! | | '
Internet

Destination: 200.24.5.8
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Figure 19.27 Translation

Destination: 25.8.2.10

| ; |
[ |
[ |
: Source 172.18.3.1 : Source: 200.24.5.8
| | |/
[ |
: I
|
| L\ [T
[

External
25.8.2.10 -«

Destination: 172.18.3.1
Source: 25.8.2.10

Destination: 200.24.5.8
Source: 25.8.2.10

«II «II ]
—
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Table 19.3 Five-column translation table

Private External External Transport

Address Address Port Protocol

172.18.3.1 80 TCP

172.18.3.2 80 TCP
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Network Address Translation

= Each organization-
single /P address

= Within organization |3 Reserved ranges
— each host with IP 10.0.0.0 — 10.255.255.255 (16,777,216 hosts)
unique to the orgn.,

172.16.0.0 — 172.31.255.255/12 (1,048,576

from reserved set hosts)
Of IP add Fesses 192.168.0.0 — 192.168.255.255/16 (65,536
hosts)
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Fragmentation and Re-assembly

= may have different packet sizes
= on networks along path used by datagram

= issue of when to re-assemble

= at destination
= packets get smaller as data traverses internet

= intermediate re-assembly
= Need large buffers at routers
= buffers may fill with fragments
= all fragments must go through same router
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IP Fragmentation

= [P re-assembles at destination only

= uses fields in header
= Data Unit Identifier (ID)
= identifies end system originated datagram
=« Data length
= length of user data in octets

= Offset

= position of fragment of user data in original datagram
= in multiples of 64 bits (8 octets)

= More flag
= indicates that this is not the last fragment
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Fragmentation Example

Original IP datagram

- Data length = 404 octets y
Segment offset = 0; More =0
P P
Header |Header
TCP payload (384 octets
20 20 pay (384 octets)
octeis) | octets)
: : :
: . -
: ! '
: . -
: ! '
'"' : 1 :
1 TCP i
Header {Header : :
(20 (20 Partial TCP payload (158 octets) ;
octets) | octets) i
First fragment : :
o—— Data length = 208 octets ——— = !
Segment offset = 0; More = 1 : i
: :
| | '
' i
! l" '

McGraw-Hill

IP
Header

(20
octets)

Partial TCP pavload (196 octets)

Second frapment

Af————— Data length = 196 octets —————=

Segment offset = 26 64-bit units

{208 octeis); More =0

ies, Inc., 2004



IPv4 Header

g Identification Flags Fragment Offset
E Time to Live Protocol Header Checksum
Source Address
Destination Address
Options + Padding
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Figure 20.9 Example of checksum calculation

415 0 28
1 0 0
4 17 0 ]
10.12.14.5
12.6.7.9

4,5, and 0 —> 0100010100000000
28 —> 0000000000011100

1 —> 0000000000000001

0 and 0 —> 0000000000000000

4 and 17 —> 0000010000010001

0 —> 0000000000000000

10.12 —> 0000101000001100

14.5 —> 0000111000000101

12.6 —> 0000110000000110

7.9 —> 0000011100001001

Sum —> 0111010001001110
Checksum —> 1000101110110001—
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IP Fragmentation and Reassembly

length | ID |fragflag |offset
Example =4000({=x| =0 =0
= 4000 byte One large datagram becomes
d atagram several smaller datagrams
= MTU = 1500 length | ID |fragflag [offset
bytes [=1500 |=x | =1 =0
1480 bytesin ..
data field length|ID |fragflag |offset
:1500 =X.. :1 .......... ":185
offset =
1480/8 length | ID |fragflag |offset
=1040 [=x| =0 =370

McGraw-Hill
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Figure 20.1 Protocols at network layer

IGMP

ICMP

Network
layer

McGraw-Hill

1P
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Figure 20.2 ARP operation

(IP address 141.23.56.23 )

Request

System A System B

SEES=

a. ARP request is broadcast

Physical address
A46EF45983AB

Reply

System A System B

=

SEEE N

b. ARP reply is unicast

An ARP request is broadcast; an ARP

reply is unicast.
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Figure 20.3 ARP packet

Hardware Type Protocol Type
Hardware Protocol Operation
length length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for IP)

Target hardware address
(For example, 6 bytes for Ethernet)
(It is not filled in a request)

Target protocol address
(For example, 4 bytes for IP)
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Figure 20.5 Four cases using ARP

Sender

Receiver

Case 1. A host has a packet to send to
another host on the same network.

Router

\ Router

Receiver

Case 3. A router receives a packet to be sent
to a host on another network.

Sender

Receiver

Case 2. A host wants to send a packet to another
host on another network.
It must first be delivered to the appropriate router.

Sender

Router

Receiver

Case 4. A router receives a packet to be sent
to a host on the same network.

It must first be delivered to the appropriate router.
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Example 1

A host with IP address 130.23.3.20 and physical address
B23455102210 has a packet to send to another host with IP address
130.23.43.25 and physical address A46EF45983AB. The two hosts

are on the same Ethernet network. Show the ARP request and reply
packets encapsulated in Ethernet frames.
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Figure 20.6 Example 1

130.23.3.20 130.23.43.25

=

B23455102210 A46EF45983AB

System A System B
0001 0800
06 | 04 0001
B23455102210
130.23.3.20
000000000000
130.23.43.25
Data Preamble
CRC 28 bytes 0806 | B23455102210 | 111111111111 | orn H
ARP Request (from A to B)
0002 0800
06 | 04 0002
A46EF45983AB
130.23.43.25
B23455102210
130.23.3.20
Preamble | 553455102210 |A46EF45083AB| 0806 Data GRO
and SFD

ARP Reply (from B to A)
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20.3 ICMP Internet Control

Imessage

IP
header data

Frame Trailer

data (if any)

ICMP always reports error messages
to the original source.
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Figure 20.13 Error-reporting messages

Error
reporting
Destination Source Time Parameter Redirect
unreachable quench exceeded problems edirection
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Figure 20.14 Query messages

Query

Echo request Time-stamp Address mask Router solicitation
and reply request and reply request and reply and advertisement
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20.4 IPv6

IPv6 Addresses
Categories of Addresses
IPv6 Packet Format
Fragmentation

ICMPv6

Transition
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Figure 20.15 IPv6 address

128 bits 16 bytes 32 hex digits

1111110111101100 soe IT11111111111111

FDEC| . |BA98| .| 7654 | 4| 3210 | 5 |ADBF| 5 | BBFF| & | 2922 | & | FFFF

Unabbreviated
FDEC , BA98 ; 0074 ; 3210 , 000F ; BBFF , 0000 ; FFFF

4

FDEC ; BA98 § 74 & 3210 1 F = BBFF . 0 & FFFF
Abbreviated
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Figure 20.19 Format of an IPv6 datagram

PRI Flow label
Payload length Next header Hop limit

. Source address

Destination address

Payload

extension headers

_|_
Data packet from the upper layer
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Figure 20.21 Three transition strategies

Transition
strategies

Header

Dual stack Tunneling ranslation
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Figure 20.22 Three transition strategies

Application Layer
A A

TCE or UDP
IGMP, ICMPv4 ICMPv6
1Pv4 IPv6
ARP, RARP

Underlying J
3 LAN or WAN

technology I

~-€ >
To IPv4 system To IPv6 system
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Tunnel

1Pv4
Region

Tunneling s "

_IPVG header IPv6 header
Payload
A B E F
gl v G R D D
IPv6 IPvé6 IPv6 IPv6

e G G DG €D €D

IPv6 IPv6  IPv4 IPv4 IPv6 IPv6

Flow: X Flow: X
Src: A Src: A
Dest: F Dest: F
data data
A-to-B: T E-to-F:
iP(\)/_é ' B-to-C: B-to-C: i;?/'é '
IPv6 inside IPv6 inside

IPv6 header

Payload
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Figure 20.24 Header translation

[Pv6 header [Pv6 header IPv4 header
Payload Payload
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