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Applications and
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Protocols, Services & Layering

Layers, Services & Protocols

e The overall communications process
between two or more machines connected
across one or more networks is very complex

e Layering partitions related communications
functions into groups that are manageable

e Each layer provides a service to the layer
above

e Each layer operates according to a protocol
e Let’ s use examples to show what we mean
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Web Browsing Application

e World Wide Web allows users to access resources
(i.e. documents) located in computers connected to
the Internet

e Documents are prepared using HyperText Markup
Language (HTML)

e A browser application program is used to access the
web

e The browser displays HTML documents that include
links to other documents

e Each link references a Uniform Resource Locator
(URL) that gives the name of the machine and the
location of the given document

e Let’ s see what happens when a user clicks on a link

e User clicks on

e URL contains Internet name of machine
( ), but not Internet address

e Internet needs Internet address to send information
to a machine

e Browser software uses Domain Name System
(DNS) protocol to send query for Internet address

e DNS system responds with Internet address




/( ACK, TCP Connection Request \\
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TCP Connection Request
From: 128.100.11.13 Port 1127
To: 64.15.247.200 Port 80

e Browser software(such as Mozilla Firefox,Internet
Explorer) uses HyperText Transfer Protocol (HTTP) to
send request for document

e HTTP server waits for requests by listening to a well-
known port number (80 for HTTP)

e HTTP client sends request messages through an
“ephemeral port number,” e.g. 1127

e HTTP needs a Transmission Control Protocol (TCP)
connection between the HTTP client and the HTTP
server to transfer messages reliably

HTTP client sends its request message: “GET ...”
HTTP server sends a status response: “200 OK”
HTTP server sends requested file

Browser displays document

e Clicking a link sets off a chain of events across the
Internet!

e Let’ s see how protocols & layers come into play...
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Protocols

e A protocol is a set of rules that governs how
two or more communicating entities in a layer
are to interact

e Messages that can be sent and received

e Actions that are to be taken when a certain
event occurs, e.g. sending or receiving
messages, expiry of timers

e The purpose of a protocol is to provide a
service to the layer above

Layers

e A set of related communication functions that can
be managed and grouped together

e Application Layer: communications functions that
are used by application programs
e HTTP, DNS, SMTP (email)

e Transport Layer: end-to-end communications
between two processes in two machines
e TCP, User Datagram Protocol (UDP)

e Network Layer: node-to-node communications
between two machines
e Internet Protocol (IP)
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Example: HTTP

e HTTP is an application layer protocol

e Retrieves documents on behalf of a browser
application program

e HTTP specifies fields in request messages
and response messages
e Request types; Response codes
o Content type, options, cookies, ...

e HTTP specifies actions to be taken upon
receipt of certain messages

HTTP Protocol

e HTTP assumes messages can be exchanged
directly between HTTP client and HTTP server

e Infact, HTTP client and server are processes
running in two different machines across the Internet

e HTTP uses the reliable stream transfer service
provided by TCP




11/4/2013

Example: TCP

e TCPis atransport layer protocol
e Provides reliable byte stream service between two
processes in two computers across the Internet

e Sequence numbers keep track of the bytes that have
been transmitted and received

e Error detection and retransmission used to recover
from transmission errors and losses

e TCP is connection-oriented: the sender and receiver
must first establish an association and set initial
sequence numbers before data is transferred

e Connection ID is specified uniquely by

(send port #, send IP address, receive port #, receiver IP address)

HTTP uses service of TCP ‘

Por% T Port 80
A 4 I
—1127 1127, 8
T | I




Example: DNS Protocol

e DNS protocol is an application layer
protocol

e DNS is a distributed database that resides in
multiple machines in the Internet

e DNS protocol allows queries of different types
o Name-to-address or Address-to-name
e Mail exchange

e DNS usually involves short messages and so
uses service provided by UDP

e Well-known port 53

Example: UDP

e UDP is atransport layer protocol

e Provides best-effort datagram service
between two processes in two computers
across the Internet

e Port numbers distinguish various processes
in the same machine

e UDP is connectionless
e Datagram is sent immediately
e Quick, simple, but not reliable

11/4/2013



Summary

e Layers: related communications functions
e Application Layer: HTTP, DNS
e Transport Layer: TCP, UDP
e Network Layer: IP
e Services: a protocol provides a communications
service to the layer above

e TCP provides connection-oriented reliable byte
transfer service

e UDP provides best-effort datagram service
e Each layer builds on services of lower layers
e HTTP builds on top of TCP
e DNS builds on top of UDP
e TCP and UDP build on top of IP

Applications and
Layered Architectures

OSI| Reference Model
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Why Layering?

Layering simplifies design, implementation, and
testing by partitioning overall communications
process into parts

Protocol in each layer can be designed separately
from those in other layers
Protocol makes “calls” for services from layer below

Layering provides flexibility for modifying and
evolving protocols and services without having to
change layers below

Monolithic non-layered architectures are costly,
inflexible, and soon obsolete

Open Systems Interconnection

Network architecture:
e Definition of all the layers
e Design of protocols for every layer

By the 1970s every computer vendor had developed
its own proprietary layered network architecture

Problem: computers from different vendors could
not be networked together

Open Systems Interconnection (OSI) was an
international effort by the International Organization
for Standardization (ISO) to enable multivendor
computer interconnection
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OSI| Reference Model

e Describes a seven-layer abstract reference model
for a network architecture

e Purpose of the reference model was to provide a
framework for the development of protocols

e OSI also provided a unified view of layers, protocols,
and services which is still in use in the development
of new protocols

e Detailed standards were developed for each layer,
but most of these are not in use

e TCP/IP protocols preempted deployment of OSI
protocols
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One or More Network Nodes
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Physical Layer

Transfers bits across link

e Definition & specification of the physical ;
aspects of a communications link ol
e Mechanical: cable, plugs, pins...

e Electrical/optical: modulation, signal strength,
voltage levels, bit times, ...

e functional/procedural: how to activate, maintain,
and deactivate physical links...
e Ethernet, DSL, cable modem, telephone
modems...

e Twisted-pair cable, coaxial cable optical fiber,
radio, infrared, ...

i

Data Link Layer

Transfers frames across direct connections
Groups bits into frames
Detection of bit errors; Retransmission of frames

Activation, maintenance, & deactivation of data link
connections

Medium access control for local area networks

e Flow control
Data Link frames Data Link
Layer < > Layer
Physical bits Physical
Layer —> Layer
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Network Layer

e Transfers packets across multiple links
and/or multiple networks

e Addressing must scale to large networks

e Nodes jointly execute routing algorithm to
determine paths across the network

e Forwarding transfers packet across a node
e Congestion control to deal with traffic surges

e Connection setup, maintenance, and
teardown when connection-based

Internetworking

Ethernet LAN

stwork layer and provides

nu \ /
ATM
Network AT_Mh
a.C Switc \
—

ATM v —
— | Switch Switch

G = gateway
H = host
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Transport Layer

e Transfers data end-to-end from process in a

machine to process in another machine
Reliable stream transfer or quick-and-simple single-

block transfer

Transport
Layer

Port numbers enable multiplexing
Message segmentation and reassembly
Connection setup, maintenance, and release

Network
Layer

( Network

L Layer

Network
Layer

Communication Network

Transport
Layer

Network
Layer

Application & Upper Layers

e Application Layer: Provides
services that are frequently
required by applications: DNS,
web acess, file transfer, email...

""" Incorporated into
Application Layer

Applii:ation

Application
Layer

Transport
Layer
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Headers & Trailers

e Each protocol uses a header that carries addresses,
sequence numbers, flag bits, length indicators, etc...

e CRC check bits may be appended for error detection

AppIi(iation eneneemenssssssesasestsasessaaes) APP DATA eeveeneens Application
Application | ., AH APP DATA }--eeeeeeeenns] Application
Layer Layer
Transport Transport
Layer | 4w TH . AH APP DATA oo Layer
Network N k
f;")‘/’gr' ......... NH - AH APP DATA oooovevone fgg’g;
Data Link Data Link
layer ['DH NH TH AH APPDATA CRC | iayer
Physical . Physical
P U o |- SO Layer
([ X X ]
([ X X X
[ X XK
ees
Summary :

e Layers: related communications functions
e Application Layer: HTTP, DNS
e Transport Layer: TCP, UDP
e Network Layer: IP
e Services: a protocol provides a communications
service to the layer above

o TCP provides connection-oriented reliable byte
transfer service

e UDP provides best-effort datagram service

e Each layer builds on services of lower layers

e HTTP builds on top of TCP
e DNS builds on top of UDP
e TCP and UDP build on top of IP
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TCP/IP Architecture
How the Layers Work Together

Why Internetworking?

e To build a “network of networks” or internet

e operating over multiple, coexisting, different network
technologies

e providing ubiquitous connectivity through IP packet transfer
e achieving huge economies of scale

Net 3
Net 1 G

F Net 5
Net 2 Net 4
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Why Internetworking?

e To provide universal communication services
¢ independent of underlying network technologies
e providing common interface to user applications

Reliable Stream Serwce\/,
s e

R

Ne —I_I—

User Datagram Service

Why Internetworking?

e To provide distributed applications

e Any application designed to operate based on
Internet communication services immediately
operates across the entire Internet

o Rapid deployment of new applications
Email, WWW, Peer-to-peer
e Applications independent of network
technology
New networks can be introduced below
Old network technologies can be retired
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Internet Protocol Approach

e |P packets transfer information across Internet

Host A IP — router— router...— router— Host B IP
e |P layer in each router determines next hop (router)
e Network interfaces transfer IP packets across networks

Host A

Transport]
Layer

I—:;;lt

Network
Interface

N

Net 2

Net 3

Router
Router
Internet
Layer Internet
N . Layer
etwor
Interface ———— Net 1 Network
Router\ Interface
Internet
Layer
Net 4
\ Network
Interface f———

Host B

Transport
Layer

Internet
Layer

Network
Interface

Applications and
Layered Architectures

Application Layer Protocols &
IP Utilities
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Telnet (RFC 854)

e Provides general bi-directional byte-oriented TCP-
based communications facility (Network Virtual
Terminal)

e |nitiating machine treated as local to the remote host

e Used to connect to port # of other servers and to
interact with them using command line

- == Server
process
Q =
!

NVT NVT

telnet

e A program that uses the Telnet protocol
e Establishes TCP socket

e Sends typed characters to server

e Prints whatever characters arrive

e Try it to retrieve a web page (HTTP) or to
send an email (SMTP)
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File Transfer Protocol (RFC 959)

e Provides for transfer of file from one machine
to another machine

e Designed to hide variations in file storage
e FTP parameter commands specify file info

FTP File Transfer

-

Server FTP

PI = Protocol interface
DTP = Data transfer process

................................. L@
i User =
i interface l
Control
. User PI
connection —
Data
: UserDTP | «—» %
connection N
User FTP
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Hypertext Transfer Protocol

e HTTP provides communications between
web browsers & web servers

e Web: framework for accessing documents &
resources through the Internet

e Hypertext documents: text, graphics,
images, hyperlinks

e Documents prepared using Hypertext Markup
Language (HTML)
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