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Outline

•Discussion of the assigned paper in proceedings of ACM 

SIGCOMM 2004 

�P1: Impact of Configuration Errors on DNS Robustness
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Paper 1 1/8

•DNS misconfigurations

•Lame delegation (15% of zones)

�Parent of a DNS zone points to wrong name servers for 

child zone

•Diminished server redundancy

�Sometimes all DNS servers placed behind same switch 

(Microsoft incident)

•Cyclic zone dependency (2% of zones)

�Information required to resolve a name in zone x 

depends on information in zone Y which in turn depends 

back on zone x
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Paper 1 2/8

•Experiments

•Passive and active measurements over a 6 month period

•Impact of misconfigurations on query response time and service 

availability

•Passive measurements

�traces collected from a university campus (UCLA � 3 

million queries sent to over 55,000 distinct zones)

•Active measurements

�querying a sample set of DNS zones randomly selected from 

an org surveying domains
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Paper 1 3/8

•Passive measurements

�traces collected from a university campus (UCLA � 3 

million queries sent to over 55,000 distinct zones)

�Observe DNS packets sent over department’s external links 

and capture all DNS packets exchanged

�Exclude local DNS traffic between end hosts and local 

caching servers

�Measure delay between first query packet and final response

�Might be biased based on University interests
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•Active measurements

�Specialized DNS resolver

�when it receives a referral for zone Z with a list of DNS 

servers for Z, it sends a query to each of the servers to 

verify whether all of them can provide correct replies

�makes use of the DNS zone transfer functionality to 

retrieve the entire zone data

�determine the number of delegations and compare 

the results for the various delegations
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•Active measurements

�3 sample sets
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•Lame Delegation

•Authoritative 

server for zone can 

not provide 

authoritative 

answers

•Non-responding 

server

•DNS error 

indication
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•Diminished 

Server 

Redundancy

•Connected to 

same LAN

•Assigned 

addresses from 

same address 

prefix

•Same geographic 

location
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•Cyclic Zone 

Dependency

•Getting IP address of 

ns3.nlc.net.au is not 

possible because of 

missing glue record

•In case 

dns1,2.abacoweb.com 

are unreachable, can 

not resolve ns1,3


