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	College: Management and Technology
Department of: Business Information Systems

	
	Session Plan

	*Lecture/Tutorial/Laboratory/Workshop
(*Delete As Appropriate)


	Course Particulars

	# S327
	Title: Networks and Communications



	Session Particulars

	# 1
	Title:  Basic concepts and principles (part 1)
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	What is Networking

	
	Single Networks

	
	LANs and WANs

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 2
	Title:  Basic concepts and principles (part 2)
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Internets

	
	Security

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 3
	Title: Network Standards, Reliability, Connection Orientation  
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Standards Govern the Exchange of Messages

	
	Reliability

	
	Connection-Oriented and Connectionless Protocols

	
	Connectionless and Unreliable Protocols Dominate

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 4
	Title:  Horizontal Layered Communication
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Layered Standards Architectures

	
	Why Layered Architectures?

	
	Layers 1(Physical) and 2 (Data Link in Ethernet

	
	Layer 3: The Internet Protocol

	
	Layer 4: The Transport Protocol

	
	Layer 5: HTTP and Other Application Standards

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 5
	Title:  Vertical Communication
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Vertical Communication on Hosts, Switches, and Routers

	
	Major Standards Architectures (TCP/IP – OSI)

	
	Physical and Data Link Layer Standards

	
	Protocols at Higher Layers

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 6
	Title:  Physical layer concepts, UTP Cables
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Physical Layer

	
	Signals and Propagation

	
	Binary Data Representation

	
	Signaling

	
	Unshielded Twisted Pair (UTP) Wiring

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 7
	Title:  Mid Term Exam
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Mid Term Exam

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 8
	Title:  Fiber Optics Cables, and Network Topologies
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Optical Fiber

	
	Network Topologies

	
	Point to Point Topology

	
	Star Topology and Extended Star Topology

	
	Mesh Topology

	
	Ring Topology

	
	Bus Topology

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 9
	Title:  Small Ethernet Networks (Part 1)
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Short History of Ethernet Standards

	
	Ethernet Physical Standards

	
	The Ethernet Frame

	
	Basic Data Link Layer Switch Operation

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 10
	Title:  Small Ethernet Networks (Part 2)
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Advanced Ethernet Switch Operation

	
	Hubs and CSMA

	
	Purchasing Switches

	
	Advanced Purchasing Considerations: Physical and Electrical Features

	
	Ethernet Security

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 11
	Title:  Large Ethernet Networks
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Introduction

	
	Radio Signal Propagation

	
	802.11 WLAN Operation

	
	802.11 Transmission Standards

	
	802.11 WLAN Security

	
	802.11 Wireless LAN Management

	
	Bluetooth PANs

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 12
	Title:  Telephony and Home User Connections
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Introduction

	
	Circuit Switching

	
	The Access System

	
	Cellular Telephony

	
	Voice Over IP

	
	Residential Internet Access

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 13
	Title:  Wide Area Networks: purposes and technologies
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Introduction

	
	Point-To-Point Leased Line Networks

	
	Public Switched Data Networks (PSDNs)

	
	Frame Relay

	
	Asynchronous Transfer Mode (ATM)

	
	Metropolitan Area Ethernet

	
	Virtual Private Networks (VPNs)

	
	Market Perspective

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 14
	Title:  Overview of TCP/IP stack of protocols
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	TCP/IP Recap

	
	IP Routing

	
	How Routers Process Packets

	
	Other Internet Layer Standards

	
	The Transmission Control Protocol (TCP)

	
	The User Datagram Protocol (UDP)

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 15
	Title:  Network security
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Security Threats

	
	Planning

	
	Controlling Access

	
	Firewalls, IDSs and IPSs

	
	Protection with Cryptographic

	
	Other Aspects of Protection

	
	Response

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Session Particulars

	# 16
	Title:  Final Exam
	Hrs: 3


	Learning Outcomes/Abilities Gained*

	#
	Outcome Description

	
	Final Exam

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Lecture



	Source Material

	Business Data Communications and Networking

by Raymond R. Panko,  Prentice-Hall, Inc, http://panko.cba.hawaii.edu/edition6/ 

	Supplementary Material

	

	Educational Resources

	White Board, Data Show, Personal Computer


	Tutorial/Laboratory/Workshop (Delete as Required)
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