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                 College/Institute/Centre:  Management and Technology

 Department of: E-Commerce
Session Plan

Lecture    

	Course Particulars

	
	

	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 1
	Title: Data integrity and privacy
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Overview and definition

	2
	Risks

	3
	Computer crime

	4
	IT security Career

	5
	Becoming an information Security Specialist

	6
	The CIA
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 2
	Title: Computer security, Operational security
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Operations security principles

	2
	Process controls

	3
	Controls in action
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Lecture    

	Course Particulars

	
	

	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 3
	Title: Organizational aspects and economics
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Security policies

	2
	Types of policies

	3
	Development and management of security policies

	4
	Policy support documents

	5
	Who is responsible for information security?
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	Course Particulars

	
	

	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 4
	Title: Physical security, Identification and authentication
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Understanding the physical security domain 

	2
	Physical security threats

	3
	Providing physical security
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 5
	Title Electronic and electromagnetic tampering
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Electronic and electromagnetic tampering

	2
	

	3
	

	4
	

	5
	

	6
	

	7
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Lecture    

	Course Particulars

	
	

	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 6
	Title: Hardware security
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Terms and concepts

	2
	Access control systems

	3
	Biometrics

	4
	Single sign on

	5
	Remote user access and authentication
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	Title:  Information Security


	Session Particulars

	
	
	

	#: 7
	Title: 7th Week Exam
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
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	Course Particulars

	
	

	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 8
	Title: Memory protection
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Protection of the memory
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 9
	Title: Hardware realization of software functions
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Hardware realization of software functions 

	2
	

	3
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 10
	Title: Encryption & Cryptography
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Introduction to cryptography

	2
	Secret key systems

	3
	DES

	4
	Public key cryptography

	5
	Hashes and message digest
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 11
	Title: Operating system security
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Authentication

	2
	Authorization

	3
	The role of the SA

	4
	Redundancy increases reliability

	5
	Safeguarding the servers
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 12
	Title: 12th Week Exam
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description
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	Course Particulars

	
	

	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 13
	Title: Database security
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	Data administration

	2
	Database administration

	3
	The role of the DBA

	4
	Possible threats to databases

	5
	Views as a security mechanism

	6
	SQL: Grant  and Revoke statements 

	7
	Back up and recovery

	8
	Authorization matrix for objects, subjects, constraints, and actions 

	9
	Concurrency control
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 14
	Title: Network security
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	The OSI

	2
	TCP/IP

	3
	VPN

	4
	Mobile IP

	5
	Kerberos

	6
	IPSec

	7
	SSL/TLS
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 15
	Title: CIIP
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description

	1
	What is critical information infrastructure protection (CIIP)?

	2
	When infrastructures are considered critical?

	3
	Who is implementing CIIP?

	4
	International organizations and CIIP: EU and NATO

	5
	Cases: USA, UK and Malaysia

	6
	CIIP and Egypt

	7
	Analysis of methods and models for CII assessment
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	CR415(CR443)
	Title:  Information Security


	Session Particulars

	
	
	

	#: 16
	Title: Final Exam
	Hrs: 2Hrs


	Learning Outcomes / Abilities Gained*

	#
	Outcome Description
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